besomacHblll HHTEpHET

NMamsaTKa no 6esonacHocTu B cetn MHTepHeT

C KaxapIM TIoJOM HOJIPOCTKOB B HHTEPHETE CTAaHOBUTCS OOJIbIIE, IIKOJIBHUKM OJHU M3 CaMbIX
aKTHBHBIX nOJIb30BaTesnied PyHera. Mexny TeM, IMOMMMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT U Mpo0iieMbl. DTa namsTKa J10JKHAa OMOUb TeOe 0€30MacHO HaXOAUThCS B CETH.

KoMnbloTepHbie BUPYChI
KoMmmploTepHslii  BUpPYC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTpamM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBJISETCS CHOCOOHOCTh K Pa3MHOXKEHHIO. B OmMONHEHHEe K 3TOMY, BUPYCHI
MOTYT TMOBPEIUTb MU IOJHOCTBIO YHHYTOXKHUTH Bce (aiabl M JJaHHbIE, IOJKOHTPOJIbHBIE
[10JIb30BATENI0, OT MMEHU KOTOPOro ObliIa 3aIylieHa 3apaXEHHas porpamma, a TakkKe IOBPEIUTh WIH
Jla’ke YHUUYTOXKUThb OIEpallMOHHYIO CHUCTEMY €O BceMH (Qaillamu B 1enoM. B GoJbIIMHCTBE CiiydaeB
PacIpOCTPaHSIOTCS BUPYCHI 4YEPE3 UHTEPHET.

MeToabl 3alIMTHI OT BPEAOHOCHBIX NIPOrpaMMm:

e lcnonb3yil COBpEMEHHbBIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHb 3aIMTHI OT
BPEOHOCHBIX IIPOIPAMM;

e [IlocrossHHO  ycTaHaBiauBaili  mautu  (UKM(ppPOBBIE  3aIUIATKU,  KOTOPblE  ABTOMATHUYECKH
YCTAHABIIMBAIOTCS C LEIbI0 10paOTKU MpOTrpaMMbl) U JApyrue OOHOBJIEHHUS CBOEH OmNepalnoOHHON
cucrembl. CkaunmBail MX TOJBKO ¢ oduIMagbHOro caiita paspadorunka OC. Eciam cymiectByer
PEXHUM aBTOMATHYECKOro 0OHOBJIEHHUS, BKIIFOUH €T0;

o Paborail Ha cBOeM KOMIbIOTEpE MOJ MpaBaMM IOJb30BATENs, a HE aJMUHHMCTparopa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM MHCTANIMPOBATHCS HAa TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

o Hcrnonb3yili aHTUBHPYCHBIE MNPOrpPaMMHBIE IPOAYKTHI  HM3BECTHBIX  IPOU3BOJMUTENEH, C
aBTOMaTH4YECKUM OOHOBIIEHHEM 0a3;

e Orpanuub (U3NUECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIULL;

e Vcnonp3yil BHEIIHUE HOCUTENIN MH(DOPMAIUK, TaKue Kak (iemka, TucK uiu (aiiia u3 MHTepHeTa,
TOJIBKO U3 MPO(epeHHBIX HCTOUHUKOB;

o He oTkpsIBail KOMIIbIOTEpHBIE (hAIIIbI, TOJYYEHHbIE U3 HEHAIEKHBIX UCTOYHUKOB. Jlaxe Te (aiiisl,
KOTOpBI€ MpHCIiai TBOM 3HaKOMBIN. JIydille yTOUHM y HEro, OTIPABIISII JI OH Te0e HX.

Ceru WI-FI

Wi-Fi - 310 He Buj mepenayn JAaHHBIX, HE TEXHOJIOT U, a BCero Juiib OpeHn, mapka. Eme B 1991 roay
HUJepiaHacKas KommaHus 3apeructpupoBana Openn «WECA», uro o0o3Hadano ciIOBOCOYETaHUE
«Wireless Fidelity», xoTopslii mepeBoAMTCS Kak «0OecnpoBOgHAs TOYHOCTb». [lo Hamlero BpeMeHHU
nouuia Apyras abOpeBuaTypa, KOTopas sIBIsIeTcs TaKoH ke TexHosioruei. Ito abOpeBuarypa «Wi-Fiy.
Taxoe Ha3zBaHMe OBIJIO JAHO C HAMEKOM Ha CTaHAAPT BBICIINH 3ByKoBOH TexHukH Hi-Fi, uto B mepeBoae
O3HaYaeT «BBICOKAS TOYHOCTB.
Ja, OecruiaTHBI MHTEPHET-IOCTYI B Kade, OTeNsAX U a’poropTax SBISIETCS OTIIMYHOH BO3MOXKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHE SKCIepThl CUMTaroT, 9yTo obmenoctymabie Wi-Fi cetn He sBistoTCS
0€30MacHbIMH.




CoBetbl 110 0e30nacHOCTH padoTe B 001eA0CTYNHbIX ceTax Wi-fi:

o He nmepenasaii cBoto nmuunyro uHbopmaruio depes obmenoctynabie Wi-Fi cetu. PaGoTas B HuX,
JKeJaTeJIbHO He BBOAUTH MApOJIH JIOCTYIIA, IOTHHBI U KAKHE-TO HOMEPa;

e Ncnonp3yii 1 OOHOBISH aHTUBUPYCHBIE TPOTpaMMBI U Opanamayep. TeM caMbIM Thl 00€301acHIlb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOICTBO;

e Ilpu wucnonp3oBanmu Wi-Fi otkimoun ¢ynkmmo «OOmmii noctym k ¢ainaMm U OpUHTEpam».
Jannast GyHKIUS 3aKpbITa 0 YMOJTYAHUIO, OJHAKO HEKOTOPHIE MMOJIb30BATEIN aKTUBUPYIOT €€ IS
y1o0CTBa UCIIOJIb30BaHUS B paboTe win yuebe;

e He ucnone3yit nyomuunsii WI-FI mist mepemaun JUYHBIX JaHHBIX, HalpuMep Ui BbIXOJa B
COIIMAJIbHBIC CETH WIIM B 3JICKTPOHHYIO MOUTY;

e Hnonp3yit Tonpko 3ammineHHoe coeauHenue depe3 HTTPS, a we HTTP, t.e. mpu Habope BeO-
azipeca BBOM UMEHHO «https://»;

e B MoOwipHOM Tenedone otkmroun ¢GyHkuuo «lloakmouenne k Wi-Fi aBromarmuecku». He
JOMyCKall aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIe CeTH
CornanbHble CeTH aKTUBHO BXOJIST B HAILY )KM3Hb, MHOTHE JIFOJIU Pa0OTAIOT U KUBYT TaM IOCTOSIHHO, a
B Facebook yxe 3aperucrpupoBaH MHJUTHAPH YEIIOBEK, YTO SBJISETCS OJHON CEIBbMOWM BCEX KHUTEICH
IUIaHeThl. MHOTHE MOJIb30BaTeIN HE MOHUMAIOT, YTO MH(pOpMAIHs, pa3MellleHHas UMU B COLIMATbHBIX
CEeTSIX, MOXKET OBITh HaWeHa W MCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE€ HE 0053aTeNbHO C OJIaruMu
HaMEpEHUSIMU.

OcHOBHBbIE COBETHI 110 0€30IIACHOCTH B COLMAJIBHBIX CETHAX:

e OrpaHuub CIMCOK Jpy3el. Y TeOs B APY3bAX HE JOJDKHO OBITh CIYyYalHBIX M HE3HAKOMBIX JIFOJICH;

e 3amminai cBOIO 4acTHYO *kH3Hb. He ykasbiBail nmaposu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKACHUS
U JIPYTYIO JTHYHYIO0 WH(GOpMANHO. 3MOYMBIIIICHHUKH MOTYT MCIOJIB30BATh Jaxe WH(OPMAIHIO O
TOM, KakK Tbl U TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

e 3ammiai CBOI pEnmyTalHio - ACPKHU €€ B YUCTOTE M 3aJaBail cede BOMPOC: XOTe ObI ThI, YTOOBI
JpyTHUe M0JIb30BaTeIN BUJIENHU, YTO Thl 3arpyxaeus? [logymail, mpexse 4yeM 4To-To OmyOJuKOBaTh,
HanucaTb U 3arpy3uTh;

o Ecau Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACILb, HE UCIOJb3Yil CBOE PEAIbHOE UM U JPYTYIO
JUYHYI0 HHGOPMAIIMU: UMSI, MECTO KUTEIIbCTBA, MECTO yueObl U MPOUEE;

o U30eraii paszmerienus ¢pororpaduii B HTepHETE, e Thl M300paXKeH Ha MECTHOCTH, IO KOTOPOH
MOHO OIIPEAEIIUTH TBOE MECTOIOJIOKEHUE;

o [Ilpu peructpanuu B conuaibHON CeTH HEOOXOIUMO HCIOJIb30BATh CIIOKHBIE MApOJIU, COCTOSIINE
13 OyKB ¥ IU(P U C KOJIMUYECTBOM 3HAKOB HE MEHee §;

e Jlns couumanbHOM CeTH, OUTHI U APYIHX CANTOB HEOOXOIUMO HCIIOJIb30BaTh pa3Hble nmapoiu. Torna
ecyii Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH TOJIy4YaT AOCTYI TOJIBKO K OJHOMY MECTY, & HE BO BCE
cpasy.

JJIeKTPOHHbIE 1eHbIH

DJNEeKTPOHHBIE J€HBI'M — 3TO OYeHb YIOOHBIN crocol muiaTexeil, 0JIHAKO CYIIECTBYIOT MOILIEHHMKH,
KOTOpBIE XOTAT NOJYYUTh 3TU JEHBIU.

ONEKTPOHHBIE AEHBIU MOSBUIMCH COBCEM HEAABHO M MMEHHO M3-3a ATOIO BO MHOTHX IOCyJIapcTBax J10
CUX IIOp HE MpPOINHCAaHO MPO HUX B 3aKkoHaXx. B Poccum xe OHM (QYHKIMOHUPYIOT U O HHUX YK€
IIPOIIMCAHO B 3aKOHE, TJI€ UX Pa3JEISIFOT HAa HECKOJIBKO BUJIOB — AHOHMMHBIE U HE aHOHMMHBIE. Pa3Huna
B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs MpOBOAUTH ONEpaluu 0e3 WACHTHPHUKAIUN
MOJIb30BaTENsl, a B HEAHOHMMHBIX WICHTHU(QHUKAIMKU TMOJb30BATENsl SBIsSETCS 00s3aTelbHOM.
Takxe crneayeT pa3nuyarh 3JEKTPOHHBIE (UATHBIE JEHBIUW (paBHBI T'OCYJApPCTBEHHBIM BAlIOTaM) U
AJIEKTPOHHBIE He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).




OcHOBHBIE COBETHI 110 0e30aCHOI padoTe € JIEKTPOHHBIMH JIeHbITAMMU:

o [lpuBsku Kk cueTy MOOMIBHBIN TenedoH. DTO camblii YIOOHBINH M OBICTPBINA CITOCOO BOCCTAHOBUTH
nocTyn K cuery. IIpuBs3aHHbIi TenedoH MOMOXKET, ecau 3a0y/enlb CBOM MIaTeXHbII MapoJib N
3aiJIelIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

o Ucnonw3yit onHopazoBble maponu. [locie mepexona Ha YCHJICHHYIO aBTOpPH3alMIO TeOe yXe He
OyzeT yrpokaTh OMacHOCTb KPayku HJIH IEepexBaTa IUIaTeKHOTO MapoJis;

o Bribepu cnoxublii maposib. IlpectynmHukam OyneT He IPOCTO yrajaTh CIOXKHBIA IapoJib.
HanexHble mapony — 3TO Mapoid, KOTOPBIE COAEepkKAaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOIUCHBIE OYKBBI, IIU(PPbl 1 HECKOJIBKO CUMBOJIOB, TAaKWE KAaK 3HAK JoJiiapa, (GyHra,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

o He BBOaM cBOM IMYHBIE JaHHBIE HA caliTaX, KOTOPHIM HE JJOBEPSIELb.

DJIeKTPOHHASA MOYTA
DNEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEAOCTABIISIEMbIE €10 YCIIYTH IO MEPECHUIKE U MOJIYUYEHUIO
ANEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACHPEENISIIOTCS B KOMIBbIOTEPHOUM ceTh. OOBIUHO 3JIEKTPOHHBII
MOYTOBBIN SIIUK BBHITJSIIUT CIEAYIONMM 00pa3oM: WMs TOJIb30BaTEIS(@UMs_TOMEHA. Takke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD Iepe/iaBaTh (hailiibl.

OcHOBHBbIE COBETHI 10 0e30MaACHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

e Hano BbIOpaTh NpaBUIIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP OECIIaTHBIX
MIOYTOBBIX CEPBHCOB, OJTHAKO JIyHIlIe JOBEPSATh T€M, KOTO 3HACIIb U KTO IEPBBIil B PEHTHHTE;

e He yka3pBaii B JsmM4HOW mTouTe JHuYHylo wuHGopmauuio. Hampumep, iny4me BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» mum «pok2013» BMecTo «remal3»;

e Ucnonp3ylh OBYXATallHYIO aBTOPU3ALMIO. DTO KOTAAa MOMHMO MapoJii HYKHO BBOJUTH KO,
npucbuIaeMblil mo SMS;

e BriOepu cioxHbplii mapoib. s KaXIOro IOYTOBOTO SIIMKA JOJDKEH OBITh CBOM HaJIEXKHBIH,
YCTOMYMBBIN K B3JIOMY 1apOJIb;

e Ecau ecTh BO3MOKHOCTH HAaNucaTh CAaMOMY CBOM JIMUHBIN BOIPOC, UCIOJIB3YH 3TY BO3MOKHOCTH;

o Hcronb3yil HECKOJIBKO ITOYTOBBIX SINIMKOB. lIepBelii Uil 4acTHOM NEPENMCKH C aapecaTaMy,
KOTOPBIM Thl JIOBEpsielllb. DTO 3JIEKTPOHHBIN aJpec He HaJl0 UCIOJb30BaTh MPU PErUCTpallUM Ha
dhopymax u caiftax;

o He otkpsiBail ¢ailnel u Apyrue BIOKEHHs B MUChbMax Ja)ke €CIM OHH MPHIUIA OT TBOMUX JpY3eH.
Jlydiie yToYHM y HUX, OTHPABIISIIN JIM OHHU TeOe 3TH (ailiibl;

o [Ilocne okoH4aHUs pabOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPbITUEM BKJIAJKHU C caliToM He 3a0y1b
Ha)kaTb Ha «Bp1iT».

Ku6epOy/uinHT WM BUPTYaJIbHOE H3/1€BaTEJIbCTBO
KubepOynnuHur — mpeciefoBaHHE COOOLICHUSAMH, COAEPXKAIIMMU  OCKOpOJIEHUS, arpeccuio,
3allyTMBAaHME; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHpPOBaHME C TIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 00phLOE ¢ KNOEPOYIJIMHIOM:

e He Opocaiics B 60ii. JIyummii crioco0: mocoBETOBAaTHCS Kak ce0sl BECTH U, €CJIM HET TOTO, K KOMY
MOKHO OOpaTUThCS, TO BHayaJle YCHOKOUThCS. Eciau Thl HauHemb oTBeyaTh OCKOPOJIEHHUSMHU Ha
OCKOpOJIEHUS, TO TOJIBKO e1lle O0JbIIe Pa30ikIKellb KOH(IUKT;

e VYmpasmsii cBoei kubeppernyraiuei;

e AHOHUMHOCTh B ceTH MHHUMasg. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 33 aHOHHUMHBIM
aKKayHTOM;

e He croutr Bectu XyiauraHckuii obpa3 BHUpTyanbHOW XU3HU. MHTepHeT ¢ukcupyer Bce TBOU
JeUCTBUS M COXPAHSET UX. Y AAUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

e Colmronait cCBOI BUPTYaJIbHYIO YECTh CMOJIONY;

e MUrnopupyit enuHuuHbli HeratuB. OJHOpa30Bble OCKOPOMTENbHBIE COOOIIECHHS  JIy4Ile
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4albHOM CTaIuu;




e ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSMHU, B COIIMAIIBHBIX CETAX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHI C ONPEIeICHHBIX aPECOB;

e Ecmum el cBugerens kubepOysinHra. TBou AelcTBHS: BBICTYNUTh IPOTUB IIpecierioBaTels,
[I0Ka3aTh €MY, YTO €ro JCHCTBUS OLIEHUBAIOTCS HETaTUBHO, MTOAJIEPIKATh JKEPTBY, KOTOPOH HY)KHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBE/ICHUS B CETH.

MoOuabHblil TeaedoH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COJAEPKaT B ceOe BMOJHE B3pPOCIbIM (YHKIMOHAT, U TENepb
OHM MOTYT KOHKYpPUpPOBaTb CO CTAallMOHApHBIMM KOMIbIOTEpaMu. OJHAKO, CPEACTB 3alUTHl IS
MOI0OHBIX YCTPOMCTB MOKa O4YeHb Malio. TecTupoBaHME U MOUCK YSI3BUMOCTEH B HUX MPOMCXOIUT HE
Tak WHTeHCHBHO, Kak mis [IK, To ke camoe kacaeTcss W MOOWIBHBIX TpmiiokeHud. CoBpeMEHHBIC
MOOUJIbHBIE Opay3epbl YK€ MPAKTUYECKH JIOTHAJIM HACTOJbHBIE AaHAJIOTH, OJHAKO pacIIMpEeHUe
¢byHKIMOHATA BJIEYET 3a cO00I OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3aIIMIICHHOCTh. Jlajgeko He Bce
MIPOM3BOJIUTENIN BBIMYCKAIOT OOHOBJICHMSI, 3aKpPHIBAIOLINE KPUTUYECKHE YSI3BHUMOCTH [UISI CBOUX
YCTPOMCTB.

OCHOBHBIE COBETBI JJISA 0€30MacHOCTH MOOMJIBLHOTO Teﬂeq)OHa:

e Hwuero He sBusiercs mo-HacrosmeMmMy OecruiaTHBIM. bByab ocTOpokeH, Beap Korja Tebe
IpeyIaratoT OeCIIaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IUIATHBIC YCIYTH;

e Jlymaii, mpexxae yem otnpaButh SMS, ¢oto mmm Buaeo. Tel TOYHO 3Haemib, Te OHU OyayT B
KOHEYHOM uTOre?

e Heo0xoanMo 0GHOBIATH ONEPALUOHHYIO CUCTEMY TBOETO cMapT(hoHa;

o Vcnonp3yii aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe(hOHOB;

o He 3arpyxail npuiio;keHust OT HEU3BECTHOIO UCTOYHHUKA, BEJb OHU MOTYT COJIEPkKAaTh BPEJOHOCHOE
IIporpaMMHO€E 0OecrieueHue;

e [Ilocne Toro xak ThI BBIHJEIIb C caiiTa, re BBOAWI JIMYHYIO MH(OpMAIUIO, 32l B HACTPONKHU
Opaysepa u ynanu cookies;

o Ilepuonnuecku npoBepsi Kakue IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

e JlaBaii cBoii HOMEp MOOWJIBHOTO Tese()OHA TOJBKO JIIOJSAM, KOTOPBIX Thl 3HACllb U KOMY
JOBEPSICILIb;

o Bluetooth gomken ObITh BBIKIIIOUYEH, KOTJa Thl UM HE MoJb3yelibes. He 3a0biBaii nHOTAa MPOBEPATH
9TO.

Online urpsl

CoBpeMeHHbIe OHJIAH-UTPBI — ITO KPACOUHBIE, 3aXBATHIBAIOLINE Pa3BICUCHUS, OOBbEIUHSIIONUE COTHU
THICSIY YEJIOBEK MO BceMy MUpy. Mrpoku HCCIeAyroT NaHHBIM UM MHUp, 00IIalTCa JIpYyr € JPyrom,
BBITNIOJHAIOT 33/1aHUSA, CPaKAIOTCS C MOHCTpAaMHU M TOJY4arOoT ONBIT. 3a yJOBOJBCTBUE OHHU ILUIATAT:
MOKYMalT  JMCK,  OIUIAYMBAlOT  a0OHEMEHT  WJIM  [pPUOOpETaloT  KaKue-TO  OMIIUH.
Bce aTu cpeactBa uayT Ha mHOJJEp)KaHUE M PAa3BUTHE HUIPhl, a Takke Ha caMmy O€30MacHOCTS:
COBEpIICHCTBYIOTCS CHUCTEMbl aBTOPH3ALlMH, BBITYCKAIOTCS HOBbIE MaT4yu (LIU(POBBIE 3aIUIATKHU IS
porpamMMm), 3aKpbIBAIOTCS YA3BUMOCTH cepBepoB. B M0m0OHBIX Mrpax CTOUT oracaTrbcs HE CTOJIBKO
CBOMX COIIEPHUKOB, CKOJBKO KpPaXM TBOErO IapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALUU
OOJIBIIIMHCTBA UTD.

OcHoOBHBIE COBETHI 0 0€30IIACHOCTH TBOEI0 HUT'POBOI0 aKKayHTa:

e Ecnm apyroiif urpok Beaet ceds II0X0 WK Co3/1aeT Te0e HENPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

o Tloxanyiics agMUHUCTpaTOpaM WIrpbl Ha IUIOXO€ TOBEJEHHUE JSTOr0 UIPOKa, KEeJIaTeabHO
MIPWJIOKUTH KaKHE-TO JI0KA3aTeIbCTBA B BUJI€ CKPUHOB;

o He yka3bIBail 1MuHy0 HHQOPMAIHIO B TPOdaiiie urpsl;

e VYBaxall Apyrux y4aCTHUKOB I10 UIPE;

o He ycranaBnuBaii HeopuInaaIbHbIC MATYA U MOJBL;

o lcnonb3yii CI0XKHBIE U pa3HbIE APOJIN;

e Jlaxe BO BpeMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [1oka Thl Urpaenib, TBOH KOMIBIOTEP MOTYT
3apa3uTh.



http://sosh9.edusite.ru/p43aa1.html
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@UIIMHT WIH KPaKa JHYHBIX JTaHHBIX
OObIuHOM Kpakel JIeHeT M TOKyMEHTOB CETO/IHs YK€ HUKOT0 He ynuBHU{Ilb, HO ¢ pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKY TTEPEMECTIIINCh B HHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS TFOOMMBIMY
nenoM. Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHIYECTBA WK (DUIIMHT, TJIaBHAS 1Ie7b KOTOPOTO
COCTOMT B MOJYYEHHH KOH(HICHIMAIBHBIX IAHHBIX MOJb30BaTelIeld — JIOTMHOB M maposieil. Ha
aHIIMICKOM si3bIKe phishing untaercst kak gumuar (0T fishing — peIOHas 0B, password — maposib).

OcHoBHBIE COBeTHI 10 00pbOe ¢ GPUIIHMHIOM:

e Crnenu 3a cBOMM akkayHTOM. Ecim Tl momo3peBaeiib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEOO0X0MMO 3a0JIOKUPOBATh €€ W COOOIIUTHh aIMHHUCTpATOpPaM pecypca 00 3TOM KakK MOXHO
cKopee;

e Hcnonp3yii 6e30macHbIe BE€O-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3nHOB M MOUCKOBBIX CUCTEM;

e Ucnonp3yih cioxHble W pa3Hble maponu. Takum oOpa3om, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(MUITIO B CETH, & HE KO BCEM;

e Eciu Tebs B310Mau, TO HEOOXOIUMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE 100aBICHbI
y TeOs B IPY3bsX, O TOM, YTO T€OS B3JIOMAaIH ¥, BO3MOXHO, OT TBOGIO UMEHH OYIET pacCchUIaThCs
CIaM U CCHUIKU Ha (PUITMHTOBBIE CATHI;

e VYcranoBu HanexHbl naposb (PIN) Ha MoOuibHBIN TenedoH;

e OTkiIIOYM COXpaHEHHE Napoiis B Opaysepe;

e He orkpsiBaii ¢aiisibl U Apyrre BIOKEHHS B MUChMaX Ja)Ke €CIM OHH MPHIUIA OT TBOHMX JIPY3CH.
Jlydie yToYHH y HUX, OTIPABIISUIN JI OHU TeOe 3TH (haiiibr;

Hudposas penyrauus

[MudpoBast pemyrammst - 3STO HETaTHUBHAsS WM TO3UTHBHAas WHQPOpMamus B CceTH O Tele.
Kommpomerupytomias napopmarus pa3mMeiieHHas B UHTEPHETE MOXKET CEpbe3HbIM 00pa3oM OTPa3UThCS
Ha TBoeW peanbHOU ku3HU. «[{udpoBas pemyranus» - 3TO TBOW UMUK, KOTOPBIA (HOPMUPYETCS W3
uHpopmanuu o Tede B MHTepHETE. TBOE MECTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE,
0COOEHHOCTH XapakTepa H paccka3bl O OJM3KMX — BCE 0JTO HAKAIUIMBAE€TCS B  CETH.
MHorue noapoCcTKH JeTKOMBICIEHHO OTHOCSTCS K MyOnuKanuu audHoi uapopmanuu B aTepuete, He
MMOHMMAsI BO3MOXKHBIX TIOCHENCTBUN. ThlI Jake HE CMOXKEIIb JOTaJaTrhCs O TOM, 4To Qororpadus,
pasMenieHHass 5 JieT Has3ajd, CcTajla [OpUYNHOM  OTKa3a TpHHIATH Tebs Ha  paboTy.

KommeHnTapuu, pazmenienre TBoux (otorpaduil u npyrue neicTBUS MOTYT HE MCUE3HYTh JIaXKe MOcIe
TOTO, Kak Thl UX yAanumib. Thl HE 3Haellb, KTO COXpPaHWI 3Ty HMHQOpMAIMIO, Ionaja JIM OHAa B
MIOMCKOBBIE CUCTEMbI M COXPAHMWJIACh JIM OHA, a IVIABHOE: YTO MOAYMAaIOT O TeOe OKpy’Karollee JII0IH,
KOTOpble HalayT W yBUIAT 3To. HaliTu MHQOpMannio MHOro JIeT CIycTs CMOXKET Jito00i — Kak u3
J0OpBIX MOOYXKICHHH, TaK U C HAMEPEHUEM ITPUUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHoOBHBIE COBETBI 110 3a1UTe UM(PPOBOI penmyTanuu:

e Tlogymaii, mpexae 4em uTO-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B OJIore Ui B COLIUAIBHOU CETH;

e B HacTpoiikax npo¢duias ycTaHOBM OrpaHMYEHHUS Ha IMPOCMOTP TBOEro mpoduias U ero
COJIEPKUMOTO, C/IeNIall €ro TOJNBKO «JUIs APY3en»;

o He pa3memiait u He yka3biBail HHPOPMAIIHIO, KOTOPAsk MOKET KOT0-TM00 OCKOPOJISITh JIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE HIKOJbHUKU— aKTUBHBIE IMOJIb30BaTeNd HU(POBOTo npocTpaHcTBa. OHAKO Jalleko He
BCE€ 3HAIOT, YTO MOJIb30BaHHME MHOTMMH BO3MOXKHOCTSIMU IIU(PPOBOr0 MHpa TpedyeT coOIIt0/IeHUs IPaB
Ha UHTEIJIEKTYAJIbHYIO COOCTBEHHOCTD.

TepMUH «MHTEIEKTYyaldbHass COOCTBEHHOCTb» OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO
yMa, HauWHasi ¢ HOBbIX U300pEeTeHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH
, ¥ 3aKaH4MBasi KHUTaMu, (poTorpapusimMu, KHHOPUIBMAMU U MY3bIKaJIbHBIMHU ITPOU3BEICHUSIMU.
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ABTOpCKME TpaBa — 3TO IpaBa Ha HHTEIUIEKTYyaJlbHYIO COOCTBEHHOCTb Ha MPOU3BEACHUS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAOT B KAadeCTBE TapaHTHM TOrO, 4YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUH TpyA aBTOpa HE OyleT HampacHbIM, JacT €My CIpaBeIJIUBbIC
BO3MOXXHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOErO TPy/a, MOJIYYUTh U3BECTHOCTh M Mpu3HaHUe. Hukto
0e3 paspelIeHus aBTOpa HE MOXKET BOCIPOM3BOAMTH €0 MPOU3BEICHUE, PACIIPOCTPAHATH, MyOINIHO
JIEMOHCTPUPOBATh, MpOJaBaTh, WMIIOPTUPOBATh, NycKaTb B MpPOKAT, MyOJIUYHO HCHOJHSATS,
MOKa3bIBATH/UCTIONHATh B adupe I pa3Meniarhb B WuTepHere.
Hcnonb30BaHue «IUPATCKOT0» MPOrPaMMHOI0 00ecTeueHUs] MOKET MPUBECTH K MHOTHM PHCKaMm: OT
MOTEpPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOETO YCTPOWCTBA, TJ€ YCTAaHOBIICHHBIH HE
nerainpHas mnporpamMMa. He crouT Takxke 3a0bIBaTh, YTO CYLIECTBYET JierajibHble M OecIUIaTHbIC
IIPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.




